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The increasing dependence of organizations on information and the need to protect it 
from numerous threats justify the organizational activity of information systems 
security management. Managers responsible for safeguarding information systems 
assets are confronted with several challenges. From the practitioners’ point of view, 
those challenges may be understood as the fundamental key issues they must deal with 
in the course of their professional activities. This research aims to identify and prioritize 
the key issues that information systems security managers face, or believe they will face, 
in the near future. The Delphi method combined with Q-sort technique was employed 
using an initial survey obtained from literature review followed by semi-structured 
interviews with respondents. A moderate consensus was found after three rounds with a 
high stability of results between rounds. A ranked list of 26 key issues is presented and 
discussed. Suggestions for future work are made. 
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Introduction 
In a fast-changing business environment, where innovative uses of information made possible by new 
technologies occur at a rapid pace and are accompanied by the emergence of new threats to information 
assets, information systems (IS) managers face myriad challenges to maintain an adequate IS security 
(ISS) level and, by extension, to preserve the integrity of organizations and their ability to survive and 
thrive in the market. From the practitioners’ point of view, those challenges may be understood as the 
fundamental key issues they deal with in the course of their professional activities. 
This study aims to identify and prioritize the key issues that ISS managers face, or believe they will face in 
5 to 10 years. Capturing and classifying those issues according to their importance is of value to different 
stakeholders. Namely, it can assist top level management in the analysis of IS strategic investments; guide 
vendors in the development of security products; improve IS managers’ understanding of the activities 
and responsibilities that surround their job; make information security consultants aware of the most 
important ISS issues in the industry’s reality as sensed by ISS managers; and to suggest potential areas of 
interest for researchers to inquire deeper. 
The paper is organized as follows. First, we review the major studies on key issues conducted in the area 
of IS. Then, the research design is outlined, followed by the description of the study that was conducted. 
Afterwards, we present and discuss the main findings of the research. The paper ends by drawing 
conclusions, identifying limitations, and advancing future work opportunities. 
Studies of Key Issues in Information Systems 
The field of IS has had a number of studies aimed at identifying key concerns of IT management 
executives by asking a panel of experts their opinion on a given subject. This tradition of asking a panel to 
sort their most important concerns began in 1980, in the USA, when the Society for Information 
Management (SIM) commissioned a survey to uncover the key issues its members were facing. 
Subsequent studies were conducted at approximately three-year intervals. After a gap of nine years, 
between 1994 and 2003, the surveys were resumed on an annual basis. Table 1 summarizes those studies. 
For each study, it is indicated the year of the survey, the number of times (rounds) participants were 
asked to classify the issues, the number of participants per round, and the number of issues subject to 
rating. 
Table 1. Studies on Information Systems Management Key Issues 
Study Date Rounds Participants Issues 
Ball and Harris (1982) 1980 1 417 18 
Dickson et al. (1984) 1983 4 52 – 102 – 62 – 54 19 
Brancheau and Wetherbe (1987) 1986 3 90 – 54 – 68 26 
Niederman et al. (1991) 1989 3 114 – 126 – 175 25 
Brancheau et al. (1996) 1994 3 78 – 87 – 83 26 
Luftman and McLean (2004) 2003 1 301 20 
Luftman (2005) 2004 1 182 22 
Luftman et al. (2006) 2005 1 105 24 
Luftman and Kempaiah (2008) 2007 1 112 30 
Luftman et al. (2009) 2008 1 291 39 
Luftman and Ben-Zvi (2010a) 2009 1 243 39 
Luftman and Ben-Zvi (2010b) 2010 1 172 39 
Luftman and Ben-Zvi (2011) 2011 1 275 23 
Luftman and Derksen (2012) 2012 1 195 21 
 
 Polónia & de Sá-Soares / Key Issues in Information Systems Security Management 
  
 Thirty Fourth International Conference on Information Systems, Milan 2013 3 
The studies on IS management concerns sponsored by SIM were able to identify and prioritize several 
issues deemed important to IT executives. The periodical promotion of the surveys allowed the 
speculation on the longitudinal evolution of the key issues, the highlighting of enduring concerns, the 
consideration of new challenges, and the identification of the passing issues that became no longer 
relevant. 
From a methodological point of view, the studies promoted by the SIM from 1983 to 1994 applied the 
Delphi method, a common technique used to gather information from a panel, requiring several survey 
rounds to identify and rank the key issues. The use of successive rounds in a study forces the panel to find 
a consensus, a consolidated result from the entire panel as a whole on the order of importance of the 
issues. Some studies combined Delphi with other research methods, such as telephone interviews, 
enriching the study with a qualitative component. From 2003 to 2011, the SIM Board decided to query 
respondents in a single round, according to a procedure similar to the one used in the 1980 study. 
In most of these studies, concerns surrounding information security aspects have been present. In 1980 
the issue “Problems of Maintaining Data Security” ranked twelfth. In 1983 position 14 was occupied by the 
issue “Information security and control”. After being dropped from the study of 1994, this security issue 
reappeared in 2003, ascending to the 3rd place under the title “Security and Privacy”. Since then, it has 
been on the top 10 list of subsequent studies. 
Considering the evolution of security related issues over the last 30 years, it should be noted that the 1980 
study also included the issue “Problems of Maintaining Information Privacy” that ranked fourteenth. Ten 
years later, in 1990, a new related issue joined the list: “Establishing Effective Disaster Recovery 
Capabilities” (ranked 20th). An important observation relates to how the security issue was perceived by 
the authors of the studies. Until 2010, security and privacy were viewed as a technical consideration and 
the “only technical issue” (Luftman and Ben-Zvi 2010a, p. 267) in the top 10 management concerns from 
2007 to 2010. However, in the last three studies (2010-2012), the authors denote a change in the way this 
issue is understood, observing that “security is recognized as a management issue, rather than purely a 
technical one” (Luftman and Derksen 2012, p. 211). 
The analysis of the studies shows that information security concerns appear mixed with the various 
concerns of IS managers. This realization was the main motivation for this study and led to the 
formulation of the following research question: What are the key issues that Information Systems Security 
managers face, or believe they will face in 5 to 10 years? In other words, we argue for the need to look 
inside the information security concerns of the previous studies, dissecting and isolating the word 
“security” by identifying the various aspects that may compose it. 
Research Design 
To accomplish the study’s objective, the Delphi method was selected. In the IS field, the popularity of this 
research strategy is particularly high when key issue classification studies are conducted (Okoli and 
Pawlowski 2004). Delphi uses a series of linked questionnaires, usually know as rounds, where 
participants are continually asked to re-evaluate their answers (to the same questions) in light of the 
summarized group result of the previous round. That is, after each round, results are summarized, given 
back to the experts, and a new (usually identical) questionnaire is provided for another evaluation. For 
this evaluation the expert should take into account the aggregated opinion of the other experts. Three to 
five questionnaires are usually needed until a consensus among participants is achieved (Delbeq 1986). 
Researchers usually apply this method expecting consensus to be reached among participants. If that is 
not the case, the results may still give important insights, since the Delphi method may identify 
divergences and contradictions between participants, the analysis of which is as valuable as that done on 
data from consensus (Procter and Hunt 1994). 
Since the aim of the study was not limited to the enumeration of ISS management concerns, but also 
intended to categorize them according to their level of importance, we asked participants to classify the 
issues by ranking them via the Q-sort technique. The Q-sort technique consists of a sorting procedure 
where a set of cards with inscriptions (phrases, words, or figures) is laid down in a pyramid. In this study, 
for each key issue there was a corresponding card. Q-sort has a set of specific procedures that have to be 
performed by participants. These procedures start with the familiarization of the subject with all the cards. 
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For that step, each key issue designation was supplemented with a brief statement making explicit its 
intended meaning. Afterwards, the subject should separate the cards into three distinct groups: “very 
important”, “less important”, and “neutral, ambivalent, or of median importance”. Following this step, an 
iterative process starts where the participant extracts, one at a time, the most important issue from the 
“very important” group and the least important issue from the “less important” group. The process goes 
on until all cards from both groups are used. Finally, the participant sorts the most important issues from 
the “neutral” group and makes arrangements so that the ranking reflects his/her best opinion. The option 
of Q-sort for the ranking step prevents the assessment of each issue independently as if there was no 
connection with the remaining issues. 
At the design stage of this research the possibility of conducting interviews with participants in the Delphi 
study after the last round was also foreseen. This would add extra value if the analysis of the Delphi 
results justified the need for collecting qualitative data that would allow a better understanding of the 
final list of ISS key issues or the final ranking. 
The setup of this study involved the following tasks that will be detailed next: selection and invitation of 
experts to the Delphi panel, decision on the design of rounds, definition of the means of communication 
with experts, and definition of round-stopping criteria. 
Delphi Panel 
The Delphi panel is the set of experts that participate in the study. There are no rules for the inclusion of 
members in a panel, except for the fact that they are considered to be experts (Preble 1984). This implies 
that the choices are based on the judgment of the researchers and on how they define “expert”. Beretta 
(1996) notes that when the opinion of experts is required, it is not generally appropriate to employ 
random sampling. An expert is understood as someone that is a specialist in a field of study or someone 
with knowledge and experience regarding a specific issue, whether that knowledge is empiric or otherwise. 
In terms of panel size, there is no consensus in the literature. Although there is no evidence that wide 
panels are necessary (Duffield 1993), a qualitative aspect that should be considered is the heterogeneity or 
interdisciplinary nature of the panel, with the objective of increasing the validity of results (Martino 1972). 
Since we did not have a prior pool of ISS managers from which we could form the panel, we started by 
identifying the 500 largest companies in Portugal. To this list we added the top 200 IT companies in 
Portugal (by revenue). These companies were contacted by email, fax, and telephone. An invitation was 
sent to collaborate in the study by requesting the name, email address, and phone contacts of the 
professional responsible for ISS matters in the organization. Public services, hospitals, health care centers, 
universities, institutes, and colleges were also contacted. Also included were contacts obtained through 
academic and professional conference programs and workshops, as well as contacts suggested by experts 
in the area. From this process, 182 experts were identified. A personal letter followed to each of these, 
inviting them to participate in the first round of the study, by giving their opinion on the importance of 
each issue. 
Design of Rounds 
In what concerns the design of rounds, we had to decide whether the first round would be a blank-sheet 
round, to be used to collect from participants their opinions on what are the key issues in ISS 
management, or a regular ranking round, requiring the provision of a list of potential key issues that 
participants would classify. We chose the latter, mainly because we could compose an initial list of issues 
from literature to reduce the effort required from participants. It was also decided that in the first round 
participants could add new concerns to the original list of issues compiled. This ensured that the list could 
be enriched with issues that somehow escaped the scope of literature, giving experts the ability to tweak 
the list in case they found that the presented issues did not best reflect their reality. The subsequent 
rounds would be closed (participants would not be able to add new items). This decision also helped to 
keep the number of rounds within a reasonable limit. An additional decision was to not drop the issues 
that were considered less important, except if at the end of the first round the number of new concerns 
eventually suggested by participants would render the next round prohibitive in terms of respondents’ 
effort. 
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To collect data, we used a Web tool to administer the surveys. The availability of such a tool gives 
participants the convenience of answering and reduces the time between rounds, helping the panel to 
keep the enthusiasm and eliminating time spent on the data transcription phase. The tool implemented 
the procedures associated with the Q-sort technique, thus ensuring the participants would correctly 
perform its steps. 
Communication Protocol 
The communication protocol to be used between the research team and the participants during the Delphi 
rounds had a set of predefined rules. An email message sent to each participant initiated each round. This 
message included information about the purpose of the study, by recalling and explaining the research 
question that would guide the expert’s participation; the goal and design of the round; the period within 
which it would be open to answers; the Web link and credentials that would enable participation; a 
guarantee of confidentiality and anonymity; an emphasis on the importance of the expert’s contribution to 
the success of the study; indication of researchers’ contacts for any unforeseen circumstance; and for the 
second and subsequent rounds, a brief description of the consensus obtained in the previous round. The 
evolution of the answers in each round would be closely monitored by researchers. To those participants 
who had not yet responded, a reminder would be sent by email two days before the closing date of the 
round and on the day the answering period would end. In case there was evidence of difficulties or 
unavailability of the participants, the answering period would be extended. Finally, every contact made by 
participants would be replied to promptly by the research team. 
Stop Criteria 
The majority of the Delphi studies that were reviewed define two main criteria for the Delphi rounds to 
stop. The first one dictates that rounds should stop in the absence of progression of consensus between 
rounds, or alternatively, when a high consensus degree in one round is achieved. The second consists of a 
pre-defined maximum number of rounds whose determination is based on the behavior of experts 
observed on previous studies, independently of the values obtained for consensus. Regarding the first stop 
criteria, we used the nonparametric tests of Kendall’s coefficient of concordance (W) and Kendall’s rank-
order correlation coefficient (T) to evaluate if a high consensus was obtained or if progression between 
rounds stopped. 
The computation of Kendall’s W outputs a numeric value in the interval [0, 1], indicating percentage 
values that vary between “lack of agreement” (0%) and “complete agreement” (100%). Schmidt (1997) put 
forward a qualitative table to interpret the values of this concordance coefficient (also called the 
consensus degree), such as presented in Table 2. This coefficient is widely used in key issues studies with 
Delphi (Brancheau and Wetherbe 1987; Okoli and Pawlowski 2004). The value of W is calculated for each 
round, indicating the agreement obtained between the experts in the particular round. 
Table 2. Interpretation of Kendall’s W 
Adapted from Schmidt (1997) 
Value of Kendall’s W Interpretation 
[0.0, 0.1[ Very weak agreement 
[0.1, 0.3[ Weak agreement 
[0.3, 0.5[ Moderate agreement 
[0.5, 0.7[ Strong agreement 
[0.7, 1.0] Unusually strong agreement 
 
Degree of concordance indicates the level of consensus in the evaluation made by experts, on the same set 
of key issues, in a given Delphi round. However, it is also necessary to measure the degree of concordance 
between each evaluation made by the panel as a whole, over time. This last measurement reveals the 
stability of the panel’s selection throughout the rounds, indicating if the opinions are converging or 
diverging as a whole. Kendall’s rank-order correlation coefficient (T) was the metric applied to determine 
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this. It outputs a value between -1 (perfect disagreement) and 1 (perfect agreement), with 0 suggesting 
that the variables involved are independent and therefore unrelated. In this study we expected to see an 
increase of the positive coefficient over time. 
It is advisable to establish a maximum number of rounds, with Procter and Hunt (1994) observing that 
two or three rounds are the usual limit. A high number of rounds may have negative consequences as 
there is a high probability of exhaustion of the panel (Marsden et al. 2003). Hence, in this study we 
established that the maximum number of rounds would be three, independently from the results.  
To sum up, in the present study, the stop criteria relied on two different conditions, being the rounds 
interrupted in case of one round presenting a high consensus value that has not progressed from the 
preceding round, or, in the absence of this condition, at the third round. 
Description of the Study 
The study involved the elaboration of the initial list of ISS key issues, the administration of surveys over 
three Delphi rounds, and a final interview to a subset of respondents to the last two rounds. 
Development of the ISS Key Issues List 
Following the decision to not start the Delphi study with a blank-sheet round, we had first to develop a list 
of key issues in the area of ISS that would be presented to participants in the initial Delphi round. We 
developed this list of issues from the literature. Magazines, journals, books, and conference proceedings in 
the area of interest are the most widely used resources for building such a list. In this technique, a time 
limit needs to be defined to narrow the literature analysis, that is, all sources would be scrutinized, from a 
given year to the present date. This decision was made considering the aim of the study, namely that the 
key issues should illustrate the main concerns of ISS managers. Therefore, the literature should reflect 
issues that are (or will be) important, among them issues that are constantly present in this area of 
knowledge. Both new and resilient issues can be found in recent publications as they are either a novelty, 
or a constant concern; thus, going back to older publications will only add issues that are no longer 
current. 
Several magazines and journals in the areas of IS management and ISS were selected to be analyzed in 
order to discover the issues currently being discussed. All issues of the following publications from 
January 2005 were part of this analysis, namely: CIO, CIO Insight, Windows IT Pro, Communications of 
the ACM, Information Security Journal: A Global Perspective, International Journal of Information 
Security, and Journal of Information System Security. These sources combined publications marketed 
towards practitioners and those marketed towards academics, and overlapped security issues with top 
management issues. The total number of articles analyzed amounted to 1098, distributed by source as 
illustrated in Table 3. 
Table 3. Number of Articles Analyzed by Source 
Source # Articles 
CIO 61 
CIO Insight 158 
Windows IT Pro 52 
Communications of the ACM 566 
Information Security Journal: A Global Perspective 119 
International Journal of Information Security 111 
Journal of Information System Security 31 
 
Many of the articles discussed concerns that were beyond the scope of this investigation or did not add 
any key issue at all, so they were discarded. To arrive at the final list of issues, we identified, aggregated, 
and described those issues. An iterative approach was used in which new keywords were added to a list 
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and described in context. The list of keywords and their contexts were analyzed in order to interpret their 
purpose. From this step we obtained a list of issues pertinent to ISS Management. Finally, we needed to 
ensure that the list was solid in terms of content. A small group of information security experts from the 
industry participated in an initial validation of the list before starting the Delphi rounds. Nonetheless, in 
the first round of the Delphi all participants were asked to validate and suggest changes to the list of issues, 
in case they felt that the issues described were not representative of their reality. From the process of 
literature analysis and consolidation of potential ISS concerns resulted a list of 25 key issues that formed 
the first survey presented to the Delphi panel (cf. Appendix A). 
Delphi Rounds 
The Delphi study involved three rounds. Table 4 summarizes the rounds in terms of duration (number of 
days that the round was open), number of experts inquired in each round, number of respondents and 
corresponding response rate per round, and Kendall’s W and T values. 







Kendall’s W Kendall’s T 
1 43 182 50 (27.5%) 0.199 
(weak agreement) 
--- 









Table 5 illustrates the distribution of respondents by industry through the Delphi rounds. This 
distribution can be considered stable during the rounds and does not compromise the heterogeneity of the 
panel over time or the direct comparative analysis. 













1 32 32 22 12 2 
2 35 31 25 6 3 
3 33 25 34 4 4 
 
On the first round, a single new issue was introduced: “Ensure an appropriate level of tolerance to 
Information Systems Security incidents”, increasing the number of key issues addressed in the study to 26. 
Furthermore, the description of issue “Align Information Systems Security policies with business strategy” 
was changed to match a suggestion from one respondent. For the second and third rounds, only the 
respondents of the first round were contacted. The inclusion of non-respondents in later stages of the 
study could bring entropy to the results since the elements would not be familiar with the technique and 
issues. 
Figure 1 depicts the evolution of the rank of each key issue throughout the rounds (for the discussion 
ahead, it is not necessary to be aware of the correspondence between each line and a given key issue). The 
evolution of each key issue rank throughout the three Delphi rounds can be found in Appendix A. It 
should be noted that on the first round the issues were considered individually by the experts. However, 
for subsequent rounds, experts had the information from the previous round, explaining the strong 
variation of some issues between the first two rounds. It can be seen, however, that the steepness of the 
lines diminishes between the second and third rounds, evidencing the increased agreement between the 
respondents (less adjustments were needed). 
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Figure 1.  Evolution of Key Issues through Delphi Rounds 
Interviews 
After completing the Delphi rounds, we considered it relevant to add qualitative data to the study. All 
respondents to the second and third rounds were contacted and invited to comment on the results and to 
assess the study. Fifteen participants made themselves available, representing about 63% of the 
respondents of the third round and 30% of the respondents of the second round. The average work 
experience in the area of ISS of these interviewed professionals was 11.6 years. 
This fourth stage of research consisted of semi-structured interviews with members of the panel. These 
interviews were done in loco with trips of the first author to the organizations in which the experts were 
operating. With one exception, all interviews were audio-taped so that the researcher could concentrate 
on the conversation and not on the task of collecting notes. 
The interviews aimed to determine the specific reasoning underlying the experts’ responses. Due to time 
constraints, the interviews focused only on the motivations associated with the key issues that were 
chosen by the respondent as the top 3 most important issues and the bottom 3 least important issues. The 
experts were also queried on their opinion about the relevance of the study. Without exception they 
highlighted the difficulty in sorting some of the issues, noting also the timeliness and up-to-date quality of 
the survey, asserting that it summarizes the concerns they face or expect to face in 5 to 10 years, regarding 
ISS Management. 
Analysis 
In this section we analyze the study in terms of response rate, level of consensus achieved, possibility of 
random answers by participants, possibility of clustering respondents, and content of interviews. 
Round 1 Round 2 Round 3 
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Response Rate 
The response rate for the first round (27.5%) is acceptable since there was no previous agreement with the 
experts to participate in the study. This represents 50 experts that participated in the first round. Usually, 
the response rate for Delphi studies is between 40% and 50% (Linstone and Turoff 1975). Our subsequent 
rounds achieved a response rate of 64% and 48%. 
Consensus 
Qualitatively, for the first two rounds, using the interpretation proposed by Schmidt (1997), a weak 
agreement was found between panel members. For the third round, there was moderate consensus. 
Additionally, there was a growing stability between the first and second rounds, and between the second 
and third rounds (T took values of 0.649 and 0.830, respectively). This longitudinal stability reveals the 
progression of the result, i.e., the increasing of the correlation between rounds. These calculations can be 
observed in Figure 1, where for 24 of the 26 issues, the slope (in absolute value) of the lines of progression 
between Round 1 and Round 2 is superior to the slope between Round 2 and Round 3 for each key issue. 
This simple analysis shows that there was less need to make adjustments between the second and third 
rounds compared to the necessary adjustments between the first and second rounds. 
Possibility of Random Answers 
To judge the likelihood of random answers, an analysis was made between the responses of experts in a 
given round and their own responses in the precedent round as well as the group’s response. The metric 
used was Kendall’s T. It was found that there is some level of agreement between the responses of each 
expert in a specific round and the response of the group for the round that preceded it. These observations 
rule out the possibility that random answers might have been given. It can also be said that the response 
of each expert is somewhat changeable over time, suggesting a review of the individual ranking against the 
preceding panel ranking, as is normally expected in Delphi studies. 
Possibility of Clustering 
Given the heterogeneity of participants in terms of industry, it made sense to consider potential 
differences between groups or clusters of respondents. The analysis made on each industry showed a 
“weak” agreement for all the rounds. There might also be other groups that could not be logically 
identified from the data. To rule out this possibility we applied cluster analysis (Ward’s Method) aiming to 
classify a collection of experts that shared the same opinion. No relationship between these elements, 
either with data collected in the Delphi study or with additional data collected in interviews, was found. 
Interviews 
After interviewing three-quarters of the respondent panel of the third round, it can be said that the 
consensus of opinions amongst the experts is, keeping the interpretation given so far, very strong. Their 
choices were always linked to aspects inherent to the business, while giving less emphasis to the control of 
the behavior of human resources in IS, either because they do not believe in the effectiveness of existing 
behavioral controls or because they do not implement such controls. With one exception, all experts were 
committed to the alignment with business, and the justifications they provided for their rankings are 
interpretations of this clause in light of their reality. One such expert explained that “security systems 
don’t exist just for myself (…) they exist if they allow us to continue to do business (…) we face it as the 
maintenance of a factory, if I don’t do maintenance of the machines, they will eventually stop”. Another 
expert stressed that “what has to be guaranteed is the continuity of the business (…) guaranteeing the 
involvement of top management is essential”. 
Although the control of human resources is not a top priority for participants, experts were explicit about 
the frequent awareness-raising of the organization’s employees regarding information security adverse 
events. As several experts put it: “someone will be able to violate that control”, “we have to protect 
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ourselves in the best possible way without assuming the control”, “control’s importance is very narrow (…) 
we either trust, or don’t trust people” and “the education process is of extreme importance”. 
The different realities of the experts, their businesses, the markets in which their organizations operate, 
and the responsibilities they face provide different interpretations to the same key issue. Although there 
was a description for each issue, the experience of each expert provided a background against which 
issues were interpreted from the perspective of their own businesses. 
The key issue “Ensure the ability to recover information systems/information” is maintained throughout 
the three rounds as the top priority. Experts considered that the continuity of the business is paramount. 
For the experts interviewed, this is a universal concern and it always underlies the first key issues they 
selected. The explanation provided for the prominence of that key issue derives from the inability to 
protect IS against 100% of threats, therefore, it is necessary to maintain the possibility of recovering the 
Information System in case of loss or interruption. 
The interviews revealed that 14 out of 15 experts explained their choices based on the alignment with their 
businesses, with experts keeping in mind the importance of continuity as well as the usefulness of security 
in the context in which their businesses operate. With one exception, all experts agreed that the answers 
given were based on the intense consideration of their professional realities. The interpretation of each 
question in the light of their reality determined the relative ranking of the issues. Some experts mentioned 
that certain aspects do not apply to all businesses and are dependent on the perception of different 
organizational cultures. This suggests that the information security culture of the organization and its 
maturity level in terms of information systems security management may play an important role in 
prioritizing ISS concerns. 
Discussion 
The ordered list does not show a logical grouping on the nature of the issues. In fact, the list is quite 
sparse in that matter: there are issues pertaining to different types of controls (technical, formal, informal, 
and regulatory), as well as issues related to different classes of controls (directing, structuring, learning, 
preventing, detecting, and reacting). Therefore, we chose to focus the discussion in the top and bottom 
five key issues of the ranked list and their connection with what was found in the interviews. 
The first topic that emerges is “Ensure the ability to recover information systems/information”. This has a 
clear component of reaction to disruptions of business operations. This goes accordingly to concerns 
discussed in the interviews. Bearing in mind the three conventional principles of information security – 
confidentiality, integrity, and availability – we may conclude that, at least for this Delphi panel, the main 
concern lies in being able to respond to withholding of data or IS resources. This result provides empirical 
support for the claim made by Parker (1998, p. 212) that “In business, the first priority of security is to 
assure availability; if we do not have information available, its integrity and confidentiality are of no 
concern.” 
The second topic has a detection component and aims to “Detect Information Systems Security anomalies 
(intrusions, breaches, attacks, etc.)”. This aspect once again reflects the fear of compromising critical 
business data that may affect the proper functioning of the organization. Only if we detect the occurrence 
of an adverse event in information security will we be able to react and to learn in order to improve IS 
protection. Given the complexity of today’s business, where there is a need for effective IS governance, 
carefully engineered IT environments, and attention to risk (Westerman and Hunter 2007), the ability to 
detect ISS anomalies, both via people and via technical devices, is of paramount importance. 
In third place comes a measure related to the direction of the ISS effort, “Get the commitment of top 
management to the Information Systems Security program in terms of management direction and 
allocation of resources.” This emphasizes the need to have support for ISS initiatives from top 
management not only in terms of budget, but also their awareness and their involvement. This is 
especially true given the silent trait of a good ISS management (e.g., absence of ISS crises in an 
organization should not lead by itself to cuts in the ISS budget) and the current need for IT teams to do 
more with less (Luftman and Derksen 2012), getting or maintaining the commitment of top management 
to the ISS efforts will continue to be a challenge in the upcoming years. 
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The fourth issue, “Validate the effectiveness of the implemented Information Systems Security measures”, 
is intended to confirm that ISS controls effectively play the role for which they were designed. It is a 
process that serves to demonstrate the usefulness of ISS controls, helping the organization to assess their 
real value and contribution to the protection efforts of information systems. Indeed, there is a utilitarian 
connection between this issue and the previous: if an ISS manager is not able to show to top management 
that ISS controls are effective and enable the business operations of the organization, it will be hard to get 
their commitment to the ISS program. 
Finally, the fifth priority, “Align Information Systems Security policies with business strategy”, aims to 
provide a direction and the first guideline to structure the ISS effort within the organization. It is this 
alignment that justifies the implementation of ISS controls. It was clear from the interviews that experts 
are fully aware that ISS is only justified in light of the business and that any security control, no matter 
how sophisticated from a technical point of view it may be, has to prove its utility and contribution to the 
business. 
As found in the interviews, at the bottom of the ranking is a list of issues that relate to control (“Ban the 
access in the organization to Internet content with potential risk of causing Information Systems Security 
breaches” – rank 25) and issues that are not connected to the alignment of ISS with business strategy, 
such as “Make contract vendors and service providers responsible in the event of Information Systems 
Security breaches”, “Obtain certification of systems and procedures in accordance with international 
Information Systems Security standards”, “Justify investments in Information Systems Security to top 
management”, and “Integrate in the organization new Information Systems Security procedures and 
products.” We advance the following explanations for the ranks of these issues. 
The contractual liability is neglected since it is unrealistic in the Portuguese legal system, with the experts 
stating that the company would collapse before being able to recover any loss due to the installation or 
operation of a product or service. Certificates are seen as mere symbols to create organizational image 
that are not necessary to have in order to meet the requirements demanded by those same certifications. 
Interviewees also added that a number of procedures on these certifications do not apply to some 
businesses or even impair the functioning of said business, making their business processes slow or 
hindering their flow without any return. The issue that focuses on the justification of investments at first 
seems contradictory, yet such is not the case in light of the interpretation provided by the vast majority of 
the experts interviewed. If the investment is aligned with business, the justification is not considered 
necessary since it is the very requirement for top management to meet its strategic objectives. On the 
other hand, if the investment is misaligned with business, then it is wrong to try to justify it, as those 
investment requirements are unfounded, since they are not really necessary. The fact that this issue 
showed a lower priority may suggest that the majority of the panel members are part of organizations 
whose management has strategic perceptions and concerns about ISS. Finally, the integration of new 
procedures and products has relative importance, that is, if it is necessary for the business then it is 
covered by the alignment (which is a priority); if it is not needed, then there is no justification for 
integrating new procedures or products just because they are being marketed. 
We think that these first and last five issues describe very well the reasoning and the grounding structure 
for answering the research question that guided this study. 
Conclusion 
As the dependence of organizations on information grows so does the need to protect IS assets. 
Professionals who are in charge of the management of IS protection face a set of concerns which this 
research considered important to identify and prioritize. Accordingly, a number of concerns were found as 
well as their respective ordering and consolidation. In addition, a qualitative interpretation was provided 
to identify the reasons that support the importance given to each concern. 
Limitations 
As with any study, this one also presents several limitations. The first limitation relates to the way the 
survey was designed. Although the survey went through iterative revisions and the first Delphi round was 
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open to the introduction of new issues, some questions may comprise a larger scope than others. 
Validation during interviews mitigated this possibility, but it did not eliminate it altogether. A second 
limitation results from the subjective interpretation of key issues by experts. Although the descriptions 
associated with each of the key issues were provided to lessen this factor, there still may be room for 
differences of interpretation. Subjectivity in this study was assessed using the Q-sort technique. This 
technique has limitations, including forcing a classification of issues without ties, preventing an expert to 
classify two issues at the same level of importance. The third limitation we identified is also a requirement 
of the study: the heterogeneity of the panel. Although this condition was necessary for answering the 
research question, heterogeneous panels tend to converge more slowly to consensus. The last limitation 
relates to the study being geographically confined to Portugal, which limits the extrapolation of results to 
other settings, as other cultures may classify issues from a different perspective. 
Future Work 
Regarding future work, the immediate suggestion is to replicate this study periodically, checking for the 
evolution of the ISS management concerns. Similar studies could also be conducted by restricting 
respondents to specific industries. These studies would provide data that could be used to compare ISS 
management concerns across several areas. Alternatively, the maturity level of ISS management practices 
of organizations could be examined in order to relate it with the ranking of key issues, as maturity may 
influence ranking. Finally, we believe that it would be important to replicate this study in other regions 
and cultures. The lack of “faith” in the Portuguese judicial system, as previously discussed, serves as 
indication that other cultures may perceive ISS management key issues differently. 
Contributions 
Aware of the limitations inherent to any study, with the data obtained during the Delphi rounds and in the 
interviews to clarify the motivations of experts, we argue that the key issues that ISS managers currently 
face are outlined in Appendix A, although their priorities depend on the business and on the alignment of 
ISS with the business strategy. Furthermore, we claim that despite its limitations, the expected 
contributions of the study were achieved. The ordered list provides a solid contribution to the 
understanding of the key aspects that rule the ISS manager’s job and may be useful for different 
stakeholders. Besides being helpful in the analysis of IS strategic investments by top management, 
whether related to protocols, products, or human resources across industries, the list of issues may assist 
in the dialog between IS managers and ISS managers, contributing to mutual understanding of 
responsibilities and priorities. The consideration of the ranked list of issues may prompt ISS developers 
and consultants to evaluate their current offers in terms of products and services, as well as to gain a 
better understanding of why some issues are devalued by current ISS managers. In a similar vein, ISS 
researchers may find potential areas of research where deeper investigation and new perspectives may be 
justified, such as demonstrating what the value of ISS, having more sophisticated and comprehensive 
detection techniques, why behavioral controls need to improve their effectiveness, or how to expand the 
benefits of ISS certification for organizations. 
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Appendix A – Results by Delphi Rounds 
Issues sorted according to the final ranking. 
 Rounds 
Key Issues 1 2 3 
Ensure the ability to recover information systems/information 1 1 1 
Detect Information Systems Security anomalies (intrusions, breaches, attacks, etc.) 2 2 2 
Get the commitment of top management to the Information Systems Security program in terms 
of management direction and allocation of resources 
10 6 3 
Validate the effectiveness of the implemented Information Systems Security measures 8 8 4 
Align Information Systems Security policies with business strategy 3 4 5 
Ensure the confidentiality of sensitive information regarding organization’s competitors and 
other external entities 
4 3 6 
Ensure the privacy of personal data of employees, partners, customers, and suppliers 9 7 7 
Keep the systems up to date by integrating software updates from manufacturers (patches) 12 5 8 
Define for all employees their role, responsibilities, and authorities in the realm of Information 
Systems Security 
11 10 9 
Ensure that Information Systems Security policies are clearly understood by all employees 7 12 10 
Provide the organization with the capability to respond to Information Systems Security 
incidents not addressed in contingency plans 
13 13 11 
Attract and retain staff with skills in Information Systems Security for the Information Systems 
Unit or for jobs requiring such skills 
5 11 12 
Minimize the negative impact of Information Systems Security measures on the productivity of 
business processes 
19 9 13 
Ensure compliance with regulations and legislation related to Information Systems Security 
externally imposed to the organization 
14 14 14 
Know the ratio between the value of information system’s assets and their levels of risk 6 17 15 
Improve the level of Information Systems Security through the study of incidents that occurred 
in the organization 
16 15 16 
Control the use of electronic devices that can access, transport, send, or display sensitive 
information of the organization 
17 20 17 
Ensure that top management is aware of its legal responsibilities in the realm of Information 
Systems Security 
18 19 18 
Ensure an appropriate level of tolerance to Information Systems Security incidents ---† 18 19 
Ensure that employees maintain permanent favorable attitudes towards Information Systems 
Security 
20 16 20 
Control the behavior of users, checking compliance with Information Systems Security policies 15 22 21 
Integrate in the organization new Information Systems Security procedures and products 22 21 22 
Justify investments in Information Systems Security to top management 25 25 23 
Obtain certification of systems and procedures in accordance with Information Systems Security 
international standards 
24 24 24 
Ban the access in the organization to Internet content with potential risk of causing Information 
Systems Security breaches 
23 26 25 
Make contract vendors and service providers responsible in the event of Information Systems 
Security breaches 
21 23 26 
† Issue suggested by one participant in the first round. 
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